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Office of the Secretary, Federal Communications Commission ~CC Mail Room:

445 12th Street, SW, Suite TW-A325
Washington, DC 20554

Annual 47 C.F.R. S: 64.2009(e) CPNI Certification EB Docket 06-36
Annual 64.2009(e) CPNI Certification for 2009
Date filed: 2/28/10
Name of company covered by this certification: Mabilephone of Humboldt, Inc.
Form 498 Filer ID: 820306
Name of signatory: Rick Blanchard
Title of signatory: President

I, Rick Blanchard, certify that | am an officer of the company named above, and acting as an
agent of the company, that | have persanal knowledge that the company has established

operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 CF.R. S. 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements set forth in section

64.2001 et seq. of the Commission's rules. {See Attached)

The company has not taken any actions {proceedings instituted or petitions filed by a company at
either state commissions, the court system, or at the Commission against data brokers) against
data brokers in the past year. Companies must report on any informatian that they have with
respect to the processes pretexters are using to attempt to access CPNI , and what steps
companies are taking to protect CPNI.

The company has not received any customer complaints in the past year concerhing the
unauthorized release of CPNI (number of customer complaints a company has received related
to unauthorized access to CPNI, or unautharized disclosure of CPNI, broken down by category or
complaint, e.g., instances of improper access by employees, instances of improper disclosure to
individuals not authorized to receive the information, or instances of improper access to online
informaticn by individuals not authorized to view the information).
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MOBILEFHONE OF MUMBOLDT, INC,

STATEMENT EXPLAINING HOW THE COMPANY'S OPERATING
PROCEDURES ENSURE COMPLIANCE WITH THE FCC*S CPNLRULES

I. Customer Proprietary Network Information  CPNF"

CPNDys defined i Seenin 2221 of the CompmnicMions At as (4 informanien il
rebates o the guaitit. technical configuration. tyoe. destination., and amount of use ot
A feleconmeicaiors enace subseribed o by wuny cusioioer af a elecommmuanications
carner, and that & roade weailable ke carver hy the customer so0lely by viriue of
the camrier-castonier refattenship; and 1131 information contamed m the bitls pertaming
t tehephong eachanue serviee or wlephone 100 service Teceived by a custnier of d
carrier teacept that CPNT does not inchude st riber st sformations.

Generally, CPNI includes personad wformation regarding a consuraet’ s use of his or
ter felecommunicaiions services,  UPN] encompasses mformation 9ch as: (a3 the
teivphope nuwabers callesd by a eonsomer: 1 the whephone numbers cailing
CUSLOMR T o) the Lme, Jocation and durimica of a comsumer’s outhound and inbeurd
phone calis. and (d) thie relecommuiications and information services purehased by g
consermier. The oaly CPING senersted iy the Company by 1he telecommanicanons ind
mformaten services purchuised By a consarmer.

Call detail informuation iolso known as “eall recards™ i 5 calegory of CPNE that s
parinfarly semsitive 1o 4 privacy seondpoton and thal 15 seught by pretesters.
backers gnd vther omauthorized eatilies tor egftimare patpeaes. Uil detmi inchudes
any formation b pestaing teoihe trcsmivanon of @ specilic wiephuse wail,
ineluding the nunber calied (for owtbound calist the tumber from which the call was
placsd inbound sulls ), and rthe daie, 1ime. locason addior duranon of the call (for
aticallyy, The Copripany docs 001 generare any cail detail information,

1L Use and Disclosure of CPNL Ls Restricted

The Company recognizes et CEND ncludes wiormatios thar is pessonal and
individunliv tdontimble. sod this privacy concerns e led Congress and the FOC L
LIPSy Festrchions Upon U se sind discioasure, god npan ihe provisuvy of aceess woa
By mdividuats or enties i 22¢ onsede te Conpany

The Company has destanated 2 CPNI Compiance Officer whe i responsibl for (D
communicating with the Compamy's sttomeys regarding CPNT fesponsitalities.
requirernents and resnctions: 12 sapers ng the trinting of any Company cmplowess
ané agents who mse of have access w CPNE 3y suporvising e use, disclosuie,
distrbuan G aecess to ihe Company™s CPNI by wdependen confrastors and jomt
vailure partiers. (4 maintainng econds regarding the sse of CENT i any macketing
campasgns the Company rght conduct 1 the Gature G has sonducrest nong for some
timein dnd (5) recelving, reviewing and reseivity questions or issues rgardiong use,
dasclosure. distribanion or provisicu of seeess 10 CPNL




Cinnpary emplavecs and agents that may deal with CPNI have been informed thal
there are substantiul Tederal restnetens ypon CPN use, distnbution and atcess. [n
order 10 be wthonrad ke use o aceess the Company’s CPNL employees and agents
must e maining with respect 1o e egmirements of Seetion 322 of (the
Corpminications Act asd the FCC's CPNI Rules (Subpart U of Part 64 of the FCU
Ruless,

I an agent, ndependent Conuacior oF joud venure Parnet ever receives of Is allowed
sx or Bae the Company's CPNL the agent’s. independent congractor’s o wiag
vRILIE panner’s agreenent with the Company musi conain pronvdisions for the
Company and the agent. independent comiraclar or joing verture partuer must giter
it an additonad confidentiabiy spreement which provides; thais (a0 the azeni.
independent confracton o joirt veniure parser may use the CPNT only for the
prrpose for which the CIP1 has been provdied, (B) the agent, independent comracior

(RIS

G M ventuse partaet may w01 disclose o disinbuie the CPNL Lo, of allow aceess o
the CPNE by, any other party (onless che sgeni, mdependent contractor or gt
ventiare peiner i expressly and specifically requaed wodo 5o by w0 comt ardery and
(e the apent, independenl comracior or joind venmare panmer must implerent

L1, Protection of CPNI

The Company may, afle! recen ing an approprinte weitteny reduesi (rom @ cuslomer,
diackose o0 provide the custormer’s CPNT 1o the customer by sending it o the
custermer’s aCdiess o tecord. Any and a1 sueh customer regaests: (1) most be made
mowriting: (2} must imclade the custumer’s corree! billing name and address and
eiephone anmbers ) nust spodify exactly what ivpe or types of CPND must he
disciused or provided: (dnust specidy the time penad or which ihe CPNE must be
disclosed of providad: and 231 mue be signed by the customer.

2.0 The Company will provide a custoner’s CPN] w2 s gnfomement ggency in
accordunee with appiicable legal reguiremenis

30 The Company does not bove wny call detait wformation, and thercrore bas not
collected  amy olstomer passwords  andfor Tshared  secvet”  guesioni-answer
combmatsns from any el s custorers 0 erder W amheniicag the wentiy of
cusbomers reguesiiag cail desm? informaton aver the lelophene.

4 Congrany einployees authenttoate ali seleplione requests for CPNI cither ia) by
sendd the requested information to the cistomer™s postal or clectroniv “addivss of
record” dses delipitton abave™ or (bi by call the custeaner back o the customer’s
“teiephone number of ecord” tsee definiton abovet with he requesied miormahon

2 The Company Day mtopted i piticy thal 31 does goi and wil o use, disclose o
permut acvess i CPN by o affilige.

fOWhen o erisling customer calls the Company e teaine abalt o crder new,
addwional or modified services tn-bound markehing), e Company may ase the




castormer’s CPNL cther than cali dewa]l CPNTo assis the custearer for ihe daranom o
e customer’s call if the Company provides the vustormer with 1he oral motice
required by Seetions 6420080y and 64 20080 of the FCOCY Rules and after the
Company withenticates the customer

T The Company has adupled a policy that il does nut apd will pot use, disclose, or
o UPNE i connoecnon with Company-intiated marketing of seevices 1o
vhich a cusomer does ool already  subsoribe from e Company  (oue-beand
marketny .

R The Company™s ainplovees and billing agenis may use CENI o muiate, render,
ol and eollect foe telecompuniciions services.  The Company may oblain
Inlommakion from new or existmg customers that may vinstitate CPND as par of
apphications ov equests for new, sdditional o modified services, and its employees
and agents may Lse such cusoner information ¢without turther customer approvals o
immate apd provide the services  Lakewise. the Company” s employees and hitling
agents sy use cusiviner service and cudling records twaithout castomer approvaliz (al
to bl casiomers For services rendered w them; ) (o inveshgate and resolve disputes
with customess reparding their bills: and o e pursue legad, arbitration. i ather
processes o collect ate or unpand Bills from cusiomaers,

9 The Coompany’s conplovees and agonts may ose CPNL without customwr approval
s prodect e Company "< nghts or propery, and o protect asers and other carmriers
frem fraudulent. abosive G llegal use of (oF aubserption w} he telecommuniicanons
servive from whick the CPIN s derbved. Becaise allegations and investigations of
frawd. abuse and illegal use conslitute very sensitive wmalters, &nv access, Ose,
diclosure of distribution of CPNE pursuani i ihis Section mus! be expressly
appreved in advanes and w writing by the Company”s CPNU Cormpliance Officer

1 The Compary’s emplovees. apents. independem contractors ard pint venluze
partoers ey NOT use CPATL w demiify o rack customers whe have made cails o,
oy received calls from, comppeting camers  Nor may the Company™s employies,
ARCTs  udependent cottraclers of Jomt venure partieds use of disclose CPNT for
PRGN ReEsUnS o profy

11, Compuny policy mandstes e Mles contaming CPND be manmaeied w2 secore
mannet such that ey cannoi be used, accessed. disclosed or distrilnned by
unauthorized individuals o 1 an wanithenzed inanser.

PE Paper fles contapng CPNT are Rep in secure areds, and miay a0l e used,
removed, < coped e an uhdaoreed manner.

13, Compury emplovees. agents, independent contractors and janl venie pansers
are regnwad Lo petily tve CPNT Complinnce CHfcer of awy acess or seourily
ovoblemns ey epcounter with fespect 10 files containing CPNI

o Afer December ¥, 2007, the Company will potfy cnstomers immediaiely oi
cortam changes in thear acconnts that may atfect privacy or secuniy maters



.o

1 Fhe types of changes tha require imediate sotfication include: (a) change ar
request for ehaige of the costomer's password: (h change or reguest for change
o the vesoner’s address of records 10 change oF request for change of any
significant elememt of the customer’s online account: and tdy @ change or regoest
for charge 10 the cugtomer’s responses sl respect o the bavk-up means ot
ANBERNCANET e osl OT LOTOLE R DasSWOrds,

PooThe oot mes 1% provided by, s o Company call or vocemail w ibie
castomne T’ s Jeiephone nomber ol record: by a Company lext message 16 ihe
custorer’ s elephone number of record: or w3 witten notice mailed (o the
custimies s address of recand (e the cadomers prior address of record i the
change pciudes a changs inthe costomer’s adidsess of recond

v The sonee mistadentily vy the zeneral woe of chanee o st nol raveal
the chaoged inlarmation

150 Since Decembor 8, 2007, the Company must provide an initial notice (o law
entorcemert and a subseqguent notice #s the castomer i a security breach resabls wr the
disclosure of the customer™s CPND o a thisd party without the  costomer’s
P A PRTT

A Ay goon 88 pracucable (and m 6o event more than seven (71 days) after the
Company  discovers  ihat a persont (withoul  authonzauon or  exceeding
suthorizauon) has intenionaily pained access te. used o disclosed CPNI, the
Compasty must provide electrone notification of such breach 1o the Unied States
Secret Service and 1o the Federal Bureau of Tnvestigalion via a ceniral reporfing
faciiy accessed fhoough & dick maintaised by the FCC at

baimerivown Teg o fehde mii,

(6, Since Devermber ¥, 2007, the Company wall provide cuswmerns with access (o
CPNL at Bis retail locatfons & the customer preseots a vaild photo 1 and the valid
phiot: 1B matches the name on the sceount

17 Smee December B, 2007, the Compaey takes reasonable measures (o discover and
protect against aclvity (hat is indicative of preestny including reguiring Company
empioyses. agents, ndependent contractons and joint venture parners v nofify the
CPNT Compliance Officer immediately by voice. vorcematl or emm] of: (4) any
suspiowns or unusial call reguesting a custormer s call deiai] wiormation or other
CPNL aneluding o call where the caller furmishes an wcoerect password or ineormed
answer o one or both of the “shared secret” question-inswer combinations): (hl any
suspicious or unusual attemet by an ndividual to change o customer’s password or
accoutst information rcluding providiog insdequoate or inappropriaie idensification
or meerret “address or reeord.” Melephone number atf record” or other signifieant
service mfunnationy: (o) any and all discovercd jnstances where access to the
Campany s electrome files o1 databases conlaiming passwords or CPMD was denied
due  the provisien of meomect Tegias andfor passwords: and (d3 any complaint by o
customer of unandienized or appropaaie use or disclosure of bis or her CPNL The
CENI Complianee Officer will request further informarion in woipyg. and wvestigdie




oF supervise the investigarion of. any wadent or group of incidents that reasonably
appeal i elall pretexiing

iV, CPNI Complisnce Officer

Lo addition o the speciic maners required 10 be reviewed sl approved by e
Company’s CPNI Comphaoce Officor, employers and  agents.  independen
comracions and jont venture partners are sironehy encomraged w bring any and sl
olher guestions, issues or unceramics regarding the use. disclosure. or acecss fo
CPNID w e attention of the Corapany . CPNT Compliance Officer S0 appropriake
investipation, veview amt puidance.  The extent to which a particular emplovee ot
apent brought & CPNL maiter 1@ the stepion of the CPNI Complianee Oificer and
received appropriaie guidance 1+ a matenal consideration n any dscipliny action
brought against the cmplayee or agent for impermissible use, disciusure or access 1o
CPNL

V. Disciplinary Procedures
The Company has wicined 1 employees and azents, independent contracters and

gl ventare paners thal i comsiders comphance wil the Communicatons Act and
FCC Rules regarding the use, disclosery. amd acees< o CPNT w he vers anportan

Vielation by Comguany ermployees of agents of such CPNT reguiretaents will fead 1o
discipiinary action (nchuding wemedinl raming. reprimands. soluyorable pedormates
reviews, probaion, and tenmmationt. depending wpon the crcumstances of the
viclation iincluding ihe <everity of the violaoon, wherher the violaion was a {irs
i or repeal violagon, whether appropoae guelinee was sought o reccived rom
the CPN] Compliance Orficer. and the exrent o witich: the vialanon was o wits no
debberale or mahciova ;

Viclation by Company mdependent conttatass er ot seatine pasiners of such
CPNL requiremems wilt fead w prommt disciphnace acton (up o and weluding
remedsal training and wrmistion of the conirs}




. Confirmation Page

; | Documaent(s) |l 1

Your submission has been accepted

[ ECFS Filing Receipt - Confirmation number: 201031424451 -|—

Proceeding i - — 1

Name Subject

06-36 E-.Er:‘gl Compliance Certification Annual |

Contact Info %

Name of Filer: Mobilephone of Humboldt, Inc.
Emall Address: rick@cre-powerpage.com

Address

Address Line 1: 2416 Broadway
City: Eureka
State: CALIFORNIA
Zip: 95501

Type of Fillng: COMMENT

Flle Name Custom Description Size
FCC CPN| 2008.doc 4 MB

i{|_Disclaimer i

|| This confirmation verifies that ECFS has received and
. accepted your filing. However, your filing will be rejected

by ECFS if it contains macros, passwords, redlining, read-
only formatting, a virus, or automated links to other
documents.

Filings are generally processed and made available for
online viewing within one business day of receipt. You may
use the link below to check on the status of your filing:
bttp://fialifoss. foc.gov/ecfs/comment/confirm?
confirmation=201031424451

For any problems please contact the Help Desk at 202-418
-0193.

-

hitp:/fjallfoss.fcc.gov/ects/upload/confirm?token=0r5g8myfyog4 1huoeughbjscw

Page 1 of 1

3/1/2010



